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Abstract: 

IOT (Internet of Things) devices are small devices which can be located at any place and then this devices will sense data and send to require destination by using internet
connections. This devices are not monitored by humans and can be tampered physically (manipulating internal parts to sense wrong data or to consume heavy energy) an
be attacked using cyber technique such as DOS (denial of service). In dos technique malicious IOT can send huge amount of request to genuine neighbour or destination I
which can lead to overheating of genuine device and it will be busy in reading huge request data and raise DOS error to other devices. To detect physical and cyber-attack, 
auditing technique by Machine Learning Convolutional Neural Network introduced. In this technique if any physical alteration done to IOT devices present in IOT system th
huge amount of power consumption occurs and whenever any cyber DOS attack occurred then IOT devices present in IOT system get overheating which lead to more ene
consumption. By auditing IOT devices energy consumption behaviour, we can detect attacks/anomalies in IOT system. To detect such attacks, we train Deep Learning Conv
Neural Network with past data which contains normal and attack energy consumption. After building model we will monitor/audit IOT energy consumption and then apply
learning model to predict behaviour. If deep learning model predict abnormal energy consumption then it will predict that IOT device as under attack.

Complete Specification 

View Application Status

Claims:1. An Energy Auditing for IOT System Security by Deep Learning Convolution Neural Network by which the security of the Internet of Things (IOT) system 
comprising of various Internet of Things (IOT) Devices is known by the Energy Auditing comprises: Generating Random Power Consumption values for various IOT device
by the Internet of Things (IOT) simulation; Pre-processing to replace the negative values of the Energy consumed by the some IOT devices by a Median filter; Energy 
Disaggregation to store all energy values consumed by Internet of Things (IOT); System Performance Metrics to audit the energy model using deep learning algorithm to 
predict whether system is in attack or normal state; Predicting the trust value by the training the Machine Learning Convolutional Neural network.   

2. The Energy Auditing for IOT System Security by Deep Learning Convolution Neural Network as claimed in claim 1, wherein is Energy Disaggregation model auditing t
energy consumption of all Internet of Things (IOT) devices present in the Internet of Things (IOT) system. 

3. The Energy Auditing for IOT System Security by Deep Learning Convolution Neural Network as claimed in claim 1, wherein is the trained Deep Learning Convolution 
Neural Network is pre-loaded with normal and abnormal energy consumption values of IOT devices, with this training Deep Learning Convolution Neural Network can au
the energy consumed by each IOT devices and identify the abnormal IOT devices and the security of all the IOT devices present in the IOT system. 
 , Description:The entire Energy Auditing for IOT System Security by Deep Learning Convolution Neural Network is explored and the Energy Auditing for security in the 
Internet of Things (IOT) system by train the Deep Learning Convolution Neural Network is provide in the following layout that explain the entire view of the implementati
of the technology that provides the security for Internet of Things (IOT) devices connected together in an Internet of Things (IOT) System (101) referring Figure 1 The Data
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